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Abstract 
The expanding smart industries approaches (called Industrie 4.0) going together with increasing ICT penetration and data collection in production 
areas also promote advanced maintenance, repair and overhaul strategies (MRO) targeting to resource, cost, time, and quality optimizations. 
However, up to now only few use cases are reported; additionally, concepts for sophisticated economic and ecological control and evaluation as 
a prerequisite of implementation are missed. Motivated by these deficits, the paper suggests an integrated control, evaluation and knowledge 
management concept. The evaluation methodology comprises a decision theory-based procedure model allowing for systematic assessment and 
analysis of alternatives (e.g., as-is vs. altered MRO-processes, design of ICT) under consideration of the relevant economic, ecological and/or 
social objectives as well as influencing factors. Additionally, a knowledge management approach intended to improve the usefulness of measured 
data for MRO-related decision-making is presented. For demonstrating the procedure model as well as the knowledge management approach, the 
fictive use case of a mobile network operator is regarded. 
© 2016 The Authors. Published by Elsevier B.V. 
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1. Introduction 
Today the globalized competition is characterized by acce-
lerated innovation cycles, increasing market volatility, shortage 
of resources, digitization, and specified end user demands. 
Driven by that, the traditional way of producing goods and 
services is challenged. Recognizing this trend, the German 
government announced in 2011 the Industrie 4.0-initiative 
(smart industries) as important part of its New High-Tech 
Strategy [1]. Though since then the term has been used infla-
tionary, there is no general definition available. It is usually 
defined via a set of design principles, e.g., interoperability, 
virtualization, decentralization, real-time and cognitive capa-
bility, and particular trendsetting technologies and concepts, 
such as cyber-physical systems, internet of things/services, 
smart factory, self-optimization/-healing [2]. Based on those, 
production should be made smart(er); that is realizing econo-
mically and ecologically efficient, highly flexible, automated, 
ready-for-mass customization production systems. 
However, though ‘production’ is the company’s core sys-
tem, it cannot operate on its own. It depends on other sub-
systems (e.g., logistics, energy supply). One particular subsys-
tem is the maintenance, repair, and overhaul (MRO) system. 
The role of that system has changed from some kind of “ne-
cessary cost causing evil” to a value creating part of physical 
asset management. On the one hand, its value creation potential 
results from cost reduction and/or income growth (by high asset 
availability) [3,4]. On the other hand, its growing relevance is 
caused by the companies’ striving for sustainability of their 
assets (including longer lifespans and higher usage intensities). 
Due to this, MRO should be adapted to the necessities as well 
as opportunities arising from smart production systems: (1) 
MRO must be able to deal with the requirements of inspecting, 
servicing, repairing, and overhauling smart production systems 
(implying new MRO objects, requirements to 
reliability/availability, changing activities of MRO staff). (2) 
Smart industries’ principles, technologies and concepts offer 
potentials for making MRO itself ‘smart’ and, thereby, achie-
ving positive effects on availability and costs. 
Against this background, the paper intends to provide an 
integrated control, evaluation and knowledge management 
concept that supports planning smart MRO systems. Before the 
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three pillars of this concept are presented, relevant facets of 
smart MRO systems and their management are described. 
2. Smart MRO 
Physical assets like plants, machinery and equipment pro-
vide a usage capacity that degrades over time. To retain, restore 
and/or improve this capacity requires MRO operations and an 
appropriate MRO management (MROM). The general 
objective of MRO is to achieve a high level of reliability and 
availability as well as a high degree of economic, ecological 
and social sustainability of a production system. MROM com-
prises all activities that determine the MRO objectives, strate-
gies (e.g., reactive/corrective, preventive, predictive, proactive 
MRO) and responsibilities as well as implement them. This 
includes maintenance planning, control, supervision, and 
improvement methods [5,6]. To visualize the extensive com-
plexity of MROM, Figure 1 categorizes different MROM-
relevant aspects. 
For MROM, a variety of management concepts each con-
tributing specific facets to MRO theory have been developed. 
Total Productive Maintenance sets a general framework for an 
overall proactive and strategic MROM. It is directed to transfer 
simple MRO tasks to production workers while exculpating the 
MRO personnel. Reliability-centered maintenance looks more 
differentiated on preventive MRO by analyzing and comparing 
the costs caused by MRO measures and by breakdowns [7]. 
With multi-period cost-benefit-evaluations, total life cycle cost 
analyses (TLC) take a more detailed economic view on MRO 
[8]. Knowledge-based maintenance (KBM) [9] emphasizes the 
need of a sophisticated MRO knowledge base. KBM not only 
considers asset master data, but also status data, inspection 
dates and activities, knowledge about MRO measures and their 
success etc. 
MRO and MROM always use information and communi-
cation technology (ICT) in a more or less intensive manner. 
Smart MRO systems are characterized by an intensive use of 
ICT. This may comprise sensor-based condition monitoring 
systems, operating and machine data logging and/or planning 
and control systems and the linkage with other IT systems, etc. 
In more sophisticated systems the emerging smart industries 
principles, concepts and technologies are transferred to MRO. 
Thus, a faster, more detailed and more reliable acquisition, 
processing and analysis of relevant information and knowledge 
are enabled. Concluding, smart MRO can be understood as a 
means to improve the efficiency of the sustainability-driven 
“total asset life cycle optimization” [10].  
However, ‘smart components’ do not per se improve MRO 
performance. They are interrelated with nearly all categories 
displayed in Figure 1. In particular, they will typically result in 
positive as well as negative effects on economic or ecological 
targets: Among others, they improve the data and knowledge 
base and help to handle the complexity of MRO as well as to 
reduce costs of MRO activities. Indeed, they cause additional 
complexity and costs for implementation of new equipment 
components and processes as well. So, to make MRO smart in 
a profitable way, it needs to be complemented by an 
appropriate control, evaluation and knowledge management 
concept. These pillars are outlined in the next sections. 
 
Fig. 1: Dimensions of MRO management 
3. Control Concept 
In general, MRO control should be realized in a closed-loop 
cycle (see Fig. 2). This cycle starts with (smart) MRO system 
planning (strategies, processes, resources) for a specific type of 
object (asset, production system etc.). After the (smart) MRO 
system has been implemented, target figures referring to the 
system itself, but also to the object of MRO whose status 
reflects the effects of MRO are defined and their desired values 
are planned. Subsequently, the actual values of these figures 
are measured and used as feedback information in MRO 
monitoring. A comparison of the actual and the target values 
can reveal deviations due to e.g., a self-healing component did 
not heal a failure, or the smart components do not provide 
appropriate data. In such case, either the implementation of pre-
defined countermeasures like adjusting or repairing the 
erroneous components (deviations within a set tolerance level) 
or new planning (deviations beyond the tolerance) can be 
triggered, initiating a new cycle. 
The effective operation of the MRO control activities de-
pends on the reliability of the smart components as well as the 
data acquisition and condition monitoring tools and networks. 
Besides, a sophisticated evaluation concept for the planning 
processes (section 4) and a knowledge management system 
enabling the exploitation of the increasing mass of available 
data are required (section 5). 
 
Fig. 2: Smart MRO control cycle 
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4. Evaluation Concept 
4.1. Procedure Model 
An evaluation covering the broad spectrum of MRO-rele-
vant objects is usually a complex task: Typically, a number of 
heterogeneous factors directly and indirectly influence the 
effects of MRO. Furthermore, a couple of alternative MRO and 
ICT options are available implying the need of decision-
making and evaluation. Finally, different target criteria may be 
relevant. To handle such complexity, procedure models can be 
used for systematically dividing the evaluation task into 
subtasks (in different steps and at subordinated evaluation 
levels). Thus, the complexity will be reduced and a structured 
evaluation will be enabled. Figure 3 presents a procedure 
model that is intended to create a profound basis for the 
integrated evaluation of MRO and ICT alternatives. The core 
characteristics of this model are [11]: 
x For the systematic handling and evaluation of alternatives, 
influencing factors, and target figures, it is suggested to 
break down the overall evaluation task hierarchically in 
single evaluation tasks. Hence, if one or more configura-
tions of MRO systems (understood in a strict sense as the 
MRO strategies, processes and resources without an ICT 
component) and ICT systems should be appraised then a 
single evaluation task will be, e.g., the evaluation of a 
MRO system option or an ICT system alternative. These 
single tasks will be accomplished at subordinated levels of 
the model, whereat their results form an input of superordi-
nate levels and at last the ‘main level’ where the entire 
system is evaluated. 
x It takes into account the interrelations between the MRO- 
and ICT-related alternatives. Therefore, at the subordinated 
level different modeling dimensions – a MRO-related and 
an ICT-related dimension – are introduced. This enables 
the evaluation of alternative MRO-ICT combinations. If 
one type of objects is focused, the existing alternatives 
concerning this object can be evaluated and compared
under systematic consideration of the other types of ob-
jects. Basically, besides these dimensions others may be 
introduced, e.g., for influencing factors or target figures. 
Here, this is renounced for sake of simplicity. 
x At each level of the procedure model, the evaluation task 
consists of several steps, which are differentiated according 
to ideas of decision theory. Most of these steps refer to one 
of the basic elements of decision models: target figures 
(step 2), alternatives (step 3), environmental factors (step 
4), result functions and their outcomes (step 5). The single 
steps are connected by feed forward and feedback loops. 
The procedure model is only one part of the evaluation 
concept. In addition, appropriate analysis, forecast and assess-
ment models and methods (e.g., FMEA, FTA, maintenance 
data analysis, scenario technique, net present value calculation, 
LCA, LCC, value-benefit analysis, methods for availabi-
lity/reliability calculation) are needed to support the evaluation 
[11]. These manifold available instruments are more or less 
reasonable for a given evaluation task and a particular step of 
the evaluation process – here, they cannot be itemized in detail. 
In the following, the procedure model is applied to a use case 
(for its single steps see [11]). 
4.2. Example 
For demonstrating the evaluation concept and, particularly, 
the procedure model, the fictive use case of a mobile network 
operator is regarded. Currently, the company runs a traditional 
MRO strategy for the about 20,000 base stations of its German 
mobile network (as a specific production system). That means, 
regular inspection and replacement activities for the system-
relevant components of each base station (the functional block, 
the infrastructure and their elements) as well as repair activities 
in case of failures are performed. Motivated by the extensive 
MRO-related costs, by the intention to increase the reliability 
of the network and by the potentials of smart MRO, the 
operator now considers to implement a smart MRO system. 
 
Fig. 3: Procedure model (adapted from [11]) 
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In a first step, it is planned to upgrade the base stations with 
smart components, e.g., by equipping infrastructure com-
ponents with sensors and exchanging existing elements of the 
functional block by smarter ones. This shall improve the pre-
dictability of undesired events and, therewith, the planning of 
MRO activities depending on the component’s status. Addi-
tionally, the operator can use the enhanced information basis to 
improve the design of future base stations and networks. In a 
second step, the network could be qualified as self-healing: (i) 
elements of the functional block are able to reconfigure 
themselves, (ii) in case of a base station’s breakdown, the net-
work reconfigures itself by enabling the neighboring stations to 
take over the services rendered by the one (for the main areas 
of self-healing mobile networks see [12,13]). 
In this situation, the company has to decide about the in-
vestment in a smart MRO system and its configuration. The 
latter comprises ‘sub-decisions’ concerning the ‘MRO system 
level’ including MRO strategies, processes, and resources. 
Further sub-decisions refer to the ‘ICT system level’. Here, 
sub-decisions regarding the ICT strategy, processes, resources 
such as sensor-system, the communication system components 
transmitting and processing data generated by the sensors, and 
the self-healing element can be made. These decisions have to 
be specified for the components of base stations that are 
integrated (possibly on a lower sub-level of the procedure 
model). For a well-informed decision-making, profitability 
assessments of decision alternatives at the ICT as well as MRO 
system level and of the entire smart MRO system are necessary. 
Therefore, the evaluation concept can be applied. 
Following the procedure model, in the initial step, the eva-
luation goal(s), scope and requirements such as high signifi-
cance, traceability and acceptance of the results, consideration 
of long-term effects, and transparency and reasonable effort of 
the evaluation activities have to be determined. One question 
concerning the evaluation scope might be whether the evalua-
tion can be confined to the (network of) base stations that are 
the object of the smart MRO system. Otherwise, the services 
that are provided using these stations also have to be included 
due to relevant effects on service quality etc. 
By the definition of system boundaries, the scope is con-
cretized regarding alternatives, environmental factors, and ef-
fects to be included in or excluded from the evaluation as well 
as the time horizon. MRO-strategies in general and especially 
the investment in a smart MRO system will have long-term 
consequences. These will last at least to the end of the life cycle 
of the ICT system part of a smart MRO system, but maybe even 
up to the end of the base stations life cycle. The time horizon 
should be adapted to the time range of the effects, their 
predictability and, concretely, the period of licenses and the 
emergence of the next generation of mobile communication 
systems. In this step, generic life cycle models for the mobile 
network and base stations, the ICT system part and possibly 
also the mobile radio services can be useful for identifying 
relevant objects and deciding which elements should be 
included in the evaluation (and in which granularity). 
After the scope and the boundaries are defined, the relevant 
target figures as well as preference relations for them and for 
the amount, time and uncertainty of their outcomes have to be 
determined. Typically, monetary economic targets are domi-
nating. Since smart MRO implies long-term consequences, the 
net present value (NPV) is an adequate target figure. This is the 
sum of all discounted cash inflows and outflows which are 
‘caused’ by a (smart) MRO system. If the (negative) con-
sequences of a limited availability and output of the mobile 
network can be expressed by cash outflows, the target figure 
can be simplified to the present value of the cash outflows 
which should be minimized. For aligning the subsequent 
evaluation activities, the relevant cash outflow categories 
should already be structured in this step. For example, the cash 
outflows can be distinguished in those of MRO processes, of 
resources directly used for MRO (such as tools), of the ICT 
system, of elements of the base stations that have to be replaced 
and of the deficient availability and output (for the positive 
monetary effects of a self-healing strategy for a 2G/3G network 
see [12]). Besides, non-monetary targets such as customer 
satisfaction, ecological consequences or social criteria like 
residents’ fear of electromagnetic pollution can be taken into 
account. Here, monetary effects are focused. 
In the next step, the various design options for the MRO 
system as well as the ICT system have to be identified, prese-
lected, modeled and analyzed. Referring to both, these include 
strategic options as well as the number and type of processes 
and resources for their implementation and operation (see Fig. 
4). As already mentioned, the network operator has the choice 
between different levels regarding the ‘smartness’ of the net-
work: e.g., i) upgrading the base stations with smart compo-
nents and ii) qualifying the network as self-healing. However, 
these options cannot be planned and evaluated ‘monolithi-
cally’: They have to be regarded at the levels of the entire net-
work, of the base stations and of their system-relevant compo-
nents. For instance, it has to be planned if specific elements of 
a station should be equipped with M2M-communication for 
balancing the performance of the network in case of a break-
down of one station or even with self-healing components to 
avoid the assignment of a technician. This implies a high 
number of options. Thus, it will often require a decomposition 
of the overall evaluation task with evaluations of single options 
at lower levels of the procedure model. The whole step will be 
facilitated by using generic models of MRO as well as ICT 
strategies, processes and resources and the underlying assets 
(base stations and mobile networks). 
The target figures (here: the NPV) and their items (here: a 
number of cash flow categories in different points of time) are 
influenced by a number of internal and external factors (e.g., 
the knowhow of the MRO staff as internal and wireless tech-
nology standards, demand of mobile radio services or prices of 
MRO resources as external factors). The influencing factors 
that are independent of or unswayable by the (smart) MRO 
system are called environmental factors. These factors have to 
be identified, analyzed, and forecast. In the forecasting 
activities, the causal relationships between the factors should 
be considered in order to ensure consistency. By the future 
outcomes of the environmental factors as a whole, scenarios are 
constituted. If there is high uncertainty, and alternative future 
values of the factors are plausible, alternative scenarios should 
be built. 
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Fig. 4: Options for smart MRO systems 
In the following step, result functions capturing the rela-
tionship between the characteristics of alternatives, the values 
of the environmental factors, and the elements of the target 
figure(s) are determined and applied. Here, they serve for de-
termining the NPV of a smart MRO strategy. As a prerequisite, 
the relevant elements of the cash outflows (and possibly 
inflows) that are affected by smart MRO have to be identified 
(see step 2). In the context of designing and implementing a 
smart MRO strategy, the generation of result functions is a 
notable challenge. Firstly, in the design phase little knowledge 
about the effects of the system under development exists. 
Secondly, a specific type of uncertainty is inherent in any 
MRO-related decision-making: the uncertainty about the time 
and amount of failures and breakdowns of the reference system 
(here: the mobile network with its base stations) without and 
with MRO activities. Thus, for achieving significant and 
traceable results, it is important to (i) break down the MRO 
activities, resources and objects into small units, (ii) use meth-
ods for development-concurrent cost calculation such as simi-
larity calculation, cost functions etc. (adapted for base stations 
and their elements), and (iii) build up a knowledge base about 
failures and breakdowns, MRO activities and the costs of both 
that allows for using such methods and, in general, reasoning 
on the relation-ships between these objects. 
In the last step, the target figure(s) is or are calculated. The 
present value of cash outflows, focused here, is computed by 
aggregating all cash outflow of a period, discounting them and 
summing up the discounted values. After this is done for all 
strategy or other decision alternatives under consideration, the 
one with minimum present value is economically advanta-
geous. With regard to the typically high uncertainty of envi-
ronmental factors and result functions, additional sensitivity 
analyses should be performed [8] to inform about the effects of 
possible deviations from the assumptions made in the initial 
calculation. 
5. Knowledge Management Concept 
5.1. Knowledge Management Approach 
The efforts to optimize the smart MRO system also cause an 
increasing relevance of a sophisticated MRO knowledge base 
– as the aim of the KBM approach mentioned in section 2. With 
the smart industries instruments the amount and variety of 
measured MRO data (e.g., failures and their sources, frequency 
and impact of (un)scheduled MRO processes, asset conditions 
together with the current intensity of use and surrounding 
conditions) grows. Furthermore, these instruments enable a 
real-time measurement. But in their original form the MRO 
data are not yet useable for reducing uncertainty in MRO 
planning and for supporting MRO-related next generation asset 
design. For this, they have to be analyzed, put into a context 
and connected – in other words, they have to be transformed 
into knowledge [14]. For successfully generating and handling 
this knowledge, an effective knowledge management (KM) is 
necessary. In addition, the trend to outsource MRO activities to 
service providers aggravates the problem to make MRO 
knowledge available in the company. 
Dividing the MRO-related KM activities into building 
blocks enables a systematic and holistic management of the 
MRO knowledge. The definition of these blocks can be based 
on the general (not MRO-specific) KM approach by Probst et 
al. [15]. This approach includes ‘operational’ building blocks 
as core processes of KM: knowledge identification, acquisition, 
development, sharing/distribution, utilization, and pre-
servation. The blocks are interrelated, since “interventions … 
in single core processes … will inevitably affect others” [15]. 
In addition, the activities in the operational blocks need a di-
rection. As this depends on the goals a company pursues with 
a KM, the framework is enhanced by two ‘strategic’ building 
blocks, knowledge goal definition and knowledge assessment. 
Thereby, a superordinate management cycle is constituted 
which is similar to the Plan-Do-Check-Act-cycle by Deming. 
Recommendations for the elaboration of the building blocks 
are presented in the next section – again refer-ring to the case 
of the mobile network operator. 
5.2. Example 
Methods for the strategic building blocks are not MRO-
specific: To support the definition of knowledge goals known 
methods of the goal setting process, like creativity techniques 
or SWOT analysis, can be used. For knowledge assessment 
methods to collect and evaluate key figures, e.g., questioning 
knowledge carriers or analyzing the company’s ICT systems 
with stored MRO-relevant knowledge, are useful [15]. 
The knowledge identification aims at the creation of trans-
parency about existing internal MRO knowledge and, based on 
this and on the defined knowledge goals, at the detection of 
knowledge gaps. For this, methods like questioning the 
company’s MRO personnel or analyzing MRO documents 
(e.g., working instructions, failure reports) as well as know-
ledge maps for structuring MRO knowledge are suggested. 
To close the detected knowledge gaps, methods for the ac-
quisition or the development of missing MRO knowledge are 
necessary. If general MRO knowledge can be purchased from 
outside the company (e.g., in form of external knowledge 
carriers or an ICT system), this knowledge typically has to be 
adapted to the specifics of the network operator. For the 
development of new MRO knowledge a variety of methods are 
available: The gathering of MRO data as the basis for 
knowledge development is simplified by the above-mentioned 
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smart components of the base stations. To process this data 
known methods can be adapted to the changed requirements 
resulting from smart MRO (real-time evaluation of a high 
amount of data): With data mining analyses, for example, 
patterns in the performance and configuration data of the base 
stations that signal an evolving malfunction of a component can 
be detected. Based on this and/or on the elicitation of MRO 
staff’s experience, rules can be generated [4,16]. Then these are 
used for the interpretation of warning signals before a failure 
occurs, for the failure diagnosis (mapping of symptoms to 
failures, considering configuration data like types of base 
station, air conditioning system and antenna) as well as for the 
support of an availability-based design of next generation base 
stations and equipment components, respectively. In addition, 
by generalizing troubleshooting/repair procedures for specific 
failures, cases consisting of the problem description and the 
explanation of the solution can be composed. These cases 
enable selective processes in case of unplanned MRO [17]. By 
analyzing the so called “Mean Time Between Maintenance” 
and the frequency of failure occurrence in connection with the 
surrounding conditions, typical failures and their sources can 
be deduced. This knowledge helps, on the one hand, to adapt 
the current MRO-strategy and, thereby, to improve the 
component and base station availability. On the other hand, it 
can be used in future design processes to remedy failure sources 
in new base station/component generations. 
To enhance the access to existing MRO knowledge and to 
multiply this knowledge within the network operating company 
or suitable conditions to stimulate the sharing of this 
knowledge should be established. Direct communication be-
tween MRO personnel enables the exchange of experience 
about best practices regarding MRO processes in specific cases 
of component failure and about the maintenance-friendliness of 
current base station design. Besides, the distribution of MRO 
knowledge can be supported by a centralized ICT system or an 
intranet, which can be accessed by user equipment. 
Some mentioned methods also provide the utilization and 
preservation of existing MRO knowledge: Based on real-time 
detected warning signals by data mining, a condition-based 
MRO-strategy with MRO processes depending on the compo-
nent’s status can be applied [4]. The MRO knowledge stored as 
rules or cases in specific expert systems can also be used to 
support the planning of MRO strategies/processes as well as 
the MRO-related design of new base stations and components 
in an (semi-)automatic way [17]. For the implementation of a 
self-healing network, relevant knowledge for detecting and 
diagnosing failures must be stored as executable (software) 
parts of the smart components. Besides, knowledge to solve or 
alleviate a detected problem, e.g., by self-reconfiguration of 
base station components depending on the current status or 
generating warnings [13], has to be stored in forms of algo-
rithms that can be performed by the component automatically. 
6. Summary and Outlook 
Smart MRO systems offer a high potential to improve the 
efficiency and effectiveness of MRO as well as the corre-
sponding production systems. However, they also cause addi-
tional complexity and costs and it is not self-evident that they 
are advantageous with respect to economic (and other) targets. 
This raises the necessity of a systematic control and evaluation 
of the introduction and operation of smart MRO systems. 
Additionally, their implementation implies the need of and 
further potentials for a systematic knowledge management. 
Thus, to contribute to the methodology of MRO-related 
management, an integrated control, evaluation and knowledge 
management concept has been presented in this paper. 
However, the concept requires further elaboration and 
validation. An elaboration is necessary, amongst other, for the 
methodology of formulating (smart) MRO-specific result 
functions applicable in the frame of the procedure model and 
of deriving rules and algorithms as part of the KM approach. 
Additionally, the concept has to be validated in practical use 
cases. The practical application will also provide impulses for 
the need as well as promising ways of further elaboration. 
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